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All subsequent revisions of this Privacy Policy must address these issues: 

Core values and unbreakable principles. 

Purpose of the DAC 

High-level strategies 

Definition of Privacy 

Data and information definition and classification 

Data retention 

Changes to the privacy policy 

 

 

1. All subsequent revisions of this Privacy Policy must address 

these issues: 
a. Information Sharing Agreements 

b. Penalties for Abuse 

c. Auditing 

d. Data Retention 

e. Analytics (Currently not part of the DAC - we could preempt future policy work on this by 

having an opinion.) -  

i. Need good definition of Analytics (Port considers Motion Detection Analytics 

which is critical for the Port to be included, DAC critics consider Facial 

Recognition and Gait recognition as analytics which is important to them not be 

included) 

f. Protection of Whistleblowers 

g. Purpose definition of the DAC 

h. Data Minimization 

i. Data Safeguards (Prevention of abuse) 

j. Public Access 

k. Metrics (is the DAC living up to its goals, is it worth the ongoing cost) 

l. Security (Primarily Data-security) 

m. Dispute resolution 

n. Project Innocence (can the DAC help prove innocence and at what cost) 
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o. Procedure for revising this policy 

2. Core values and unbreakable principles. 
No strategies either high level or operational can violate the following Unbreakable 

Principles - if any part of this policy is later found to violate any of these Unbreakable 

principles then the violating part is void and null. Rest of DAC Privacy policy remains in 

effect. 

a. Constitutionality (both Federal and California constitution) 

i. 1st amendment 

ii. 4th amendment 

b. Efficiency 

c. Safety 

i. Economic Realities (Need more details) 

d. Transparency 

e. Amendability - Citizens ability to amend information about her/himself 

f. Presumption of Innocence 

g. Privacy 

h. Civil Liberties 

i. Balance between the Core Values 

 

3. Purpose of the DAC 
 

Jon Wactor’s draft:  

The Port of Oakland Domain Awareness Center (“DAC”) has been established by the City of 

Oakland City Council, to coordinate and control the collection, dissemination and retention of all  

information gathered at the Port by various public law enforcement agencies with jurisdiction 

over the Port of Oakland to better protect and serve the public. The DAC shall operate in 

compliance with this policy document (“Policy”). 

 

Phil Wolff’s Draft 

The DAC is the vigilant part of the EOC that stays alert between emergencies and triggers EOC 

activations. It collects and monitors live streams of video, audio, and/or data, watching for 

candidate incidents, and then refer them to the EOC staff for the EOC activation decision. While 

the rest of the EOC activates, the DAC shares relevant information to incident participants until 

the EOC infrastructure takes over.  

 

 

a. All - Port, OPD, FD 

i. Real time - Disaster Response 

1. Earthquake 

2. Fire 

b. Port 

i. Real time - examples but not limited to: 

1. Tsunami response 

2. Ship Bridge collision prevention and response 
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3. Hazardous material response (HazMat) 

4. Perimeter enforcement / Physical Intrusion prevention 

ii. “After the Fact” 

1. Port has NO need for “after the fact” access to DAC data - Such data can 

be accessed from other sources 

c. Oakland Police Department (OPD) 

i. Real time - examples but not limited to: 

1. Coordination of initial response to Crime 

2. OPD would like to use the DAC for response to all kinds all the way 

down to misdemeanor 

3. OPD would like data to be retained for 1 shift (8 hours) for this purpose 

ii. After the Fact 

1. Port has NO need for “after the fact” access to DAC data - Such data can 

be accessed from other sources 

d. Oakland Fire Department (OFD) 

i. Real time - examples but not limited to: 

1. Coordination of real time response to OFD task including 

a. Fire 

b. Injury 

c. Hazmat (like Railcar incidents) 

ii. After the Fact 

1. Port has NO need for “after the fact” access to DAC data - Such data can 

be accessed from other sources 

 

4. High-level strategies 
a. Metric of the DAC 

i. Do we achieve what we intended? 

ii. At what cost? 

b. Data Minimization 

i. Only collect what is needed 

ii. Shortest possible Data retention 

c. Prevention of Abuse 

i. Data safeguards 

ii. Penalties for Abuse 

iii. Data Security 

iv. Abuse via Public access laws 

v. Checks and Balances 

d. Transparency  

i. Auditability 

ii. Protection of Whistleblowers 

iii. Public Access  

iv. Dispute Resolution  

v. Amendability  

vi. Accessibility of policy and working guidelines 

vii. Affirmative Community Engagement / Education  
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viii. Understandability 

e. Data sharing agreements 

i. Purpose of Data sharing must be narrowly defined 

ii. Down-stream cannot share our DAC data - All sharing of Oakland DAC 

data must be approved according to the privacy policy 

iii. Penalties for downstream sharing 

iv. Classification of Data sharing agreement types (incident type 

sharing, mass sharing, etc.) 

v. All Data-sharing agreements must be Public by default 

vi. All Data sharing agreements must be reviewed by Privacy Officer 

function, who must give a recommendation (Accept/Reject) before 

presented to City Council 

vii. All Data sharing agreements must be approved by city council. 

viii. Confidential agreements are only allowed when meeting certain 

specific narrow criteria 

ix. Privacy Officer function to evaluate if criteria is met before a 

confidential data sharing can be evaluated. 

f. “Suitably” add the Electronic Frontier Foundation’s six evaluation criteria 

as goals for the DAC Policy. 

i. Require a Warrant 

ii. Tell users about Government data requests 

iii. Publish transparency report 

iv. Publish Law enforcement guidelines 

v. Fight for Users privacy rights in courts 

vi. Fight for users privacy rights in Congress 

 

5. Definition of Privacy  
 [Robert Grey to research (done) and draft definition] 

 

 JJ’s draft definition:  

Privacy is a requirement of democracy. Privacy combines 3 things:  

● Secrecy - our ability to keep our opinions known only to those we intent to receive them, 

without secrecy, people may not discuss affairs with whom they choose, excluding those 

with whom they do not wish to converse. 

● Anonymity - Secrecy about who is sending and receiving an opinion or message, where 

the message might not be secret at all - Anonymity is the only protection against 

retaliation for opinions or whistleblowing. 

● Autonomy - Ability to make our own life decision free from any force that has violated 

our secrecy or anonymity. 
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6. Data and information definition and classification 
a. Data: Data is raw, unorganized facts that need to be processed. Data can be 

something simple and seemingly random and useless until it is organized. 

b. Information: When data is processed, organized, structured or presented in a 

given context so as to make it useful, it is called Information. 

c. Personally Identifiable Information (called PII) is is any data or information that 

alone or together with other information can be tied to an individual with 

reasonable certainty. This include (but is not limited to), name, social security 

number, physical description, home address, telephone number, other telephone 

identifiers, education, financial matters, medical history, employment history, 

Photographs of faces, movements, distinguishing marks, license plates, 

cellphone meta-data, internet connection meta-data 

d. Presumption of Innocence in public space. Individuals recorded in the public 

space are presumed to be innocent until probable cause is established on an 

individual basis. 

i. In some cases local circumstances changes the automatic presumption of 

innocence, e.g. the presence of unauthorized persons inside restricted 

areas, can lead directly to probably cause. 

e. The following DAC Data source data are categorized as containing PII 

i. Port Security Cameras 

ii. Intrusion Detection System (IDS) System 

iii. Port Vessel Tracking 

iv. Port Truck Management 

v. Police and Fire CAD 

vi. WebEOC Notifications 

vii. Fire Automatic Vehicle Location (Phase 2) 

f. The following systems are categorized as not containing PII 

i. NOAA Weather Alerts 

ii. Tsunami Alerts 

iii. USGS Earthquake Alerts 

g. The following systems and the use in the  DAC need a deeper scrutiny before PII 

Classification can be determined 

i. City GIS 

ii. Port GIS 

iii. Shotspotter 

 

7. Data Minimization  
 

[Draft contributed by Matt Cagle and Linda Lye] 

The specific, targeted purposes of the DAC will dictate the limits on how the DAC and its 

associated data may be used.  A list of approved and prohibited uses of the DAC must 

be memorialized in the policy. These use guidelines shall take account of civil liberties 

such as privacy and free speech as well as other rights under state and federal law. The 
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policy will also set forth specific prohibited uses, including use of the DAC to target on 

the basis of race, religious practice, or political views. Clear use policies will not only 

protect individual rights and liberties, they will also ensure the DAC is used in a targeted 

manner that directly advances city goals while preventing misuse that could invite 

liability. 

Collection:  Once approved uses are articulated, the policy can set forth limits on the 

information to be collected, in a manner that is tailored to approved uses.  Conversely, 

no data is to be collected unless it directly advances an approved use. 

Retention: The policy shall expressly include a retention policy for data associated with 

the DAC. Data shall not be retained for any longer than necessary to directly advance 

the specific purposes of the DAC. Because the DAC’s primary purpose is to monitor real 

time situations at the Port, as a general matter, there will often be no need for the 

retention of data. It shall be necessary for specific conditions to be satisfied before any 

DAC data is retained beyond the typical period.   

 

8. Data retention 
a. Data will be retained using the principle of data minimization, a) if we don’t have 

a critical need for the data right now, don’t keep it b) as soon as we are done with 

the data - purge it. 

b. Data and information containing PII that triggers an action from the DAC: e.g. 

marked for later investigations, sending out a patrol car, contacting another 

authority, requesting a fire department response etc. must be logged. Each log 

entry must contain a detailed justification for the action, e.g. for suspicious 

behavior the justification must describe why the behavior was considered 

suspicious. When an incident requires investigative follow-up the data must be 

exported at the end of the shift and handed over to investigations. 

c. All other PII data and information is considered to contain information of innocent 

people and must be purged within 24 hours. 

d. City will not retain data from 3rd parties. 

e. If Private information operators (like cameras operators) wants to feed a copy of 

their information into the DAC, the data originator sets and maintains proper data 

retention 

i. If the data originator wants to city to store the data during the data 

retention period, such storage much happen outside of the DAC system 

and under a separate privacy policy. 

 

9. Prevention of Abuse 
1.    Data safeguards 

[Aestetix to draft] 
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2.    Penalties for Abuse 

[Contributed by Matt Cagle and Linda Lye] 

Audits: Strong internal auditing procedures are necessary because surveillance 

technology invites abuse by persons with access to its tools and data. Internal auditing 

includes but is not limited to the monitoring the DAC systems and operators for 

compliance with the privacy and retention policy. A person or entity (i.e., the privacy 

officer) independent of the DAC shall oversee and conduct internal auditing. The results 

of any internal audits, including instances of misuse, shall be periodically submitted to 

the Council and made publically available. Ongoing checks will help prevent database 

abuses. The Council should periodically use this information to publicly reassess 

whether the DAC's benefits outweigh its fiscal and civil liberties costs. 

Consequences: Violations of the privacy and retention policy shall result in 

consequences. Consequences may include suspension, retraining, and fines. The policy 

shall also provide for a way for persons harmed resulting from misuse of the DAC or 

data to seek recourse and be made whole. To accomplish this, the policy should define 

violations of the privacy and retention policy as an injury to persons affected by such 

violations. 

3.    Data Security 

[Aestetix to draft] 

  

4.    Abuse via Public access laws 

[Aestetix to draft] 

  

5.    Checks and Balances  

[Aestetix to draft] 

 

10. Transparency 
 [Brian Hofer to draft clarification] 

a. Auditability 

b. Protection of Whistleblowers 

c. Public Access  

d. Dispute Resolution - [ Phil to draft clarification] 

e. Amendability - [ Phil to draft clarification]  
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f. Accessibility of policy and working guidelines 

g. Understandability 

 

11. Metrics 
 [Nadia to Draft] 

12. Changes to the privacy policy 
 This DAC privacy policy must stay current and relevant. 

a. Schedule and who can change 

i. This policy can be changed from time to time as needed 

ii. Changes must be proposed by an Ad Hoc advisory committee and ratified 

by the City council 

iii. The Ad Hoc committee must be specifically assembled to review the DAC 

Privacy policy 

iv. The Ad Hoc committee is appointed by the City council with each council 

member being able to appoint up to 2 members on the committee. 

v. The Privacy policy must be reviewed at least every 5 years by an 

appointed Ad Hoc advisory Committee 

b. Changes to Core Values/Unbreakable principles require supermajority of the 

DAC committee 

c. Changes to this section “Changes to the Privacy Policy” require supermajority of 

the DAC committee 

d. All other changes require simple majority of the DAC committee 

New Version referencing Privacy Officer Function 

a. Schedule and who can change 

i. This policy can be changed from time to time as needed 

ii. Changes must be proposed by the Privacy Officer function and ratified 

by the City council 

iii. The Ad Hoc committee must be specifically assembled to review the 

DAC Privacy policy 

iv. The Ad Hoc committee is appointed by the City council with each 

council member being able to appoint up to 2 members on the 

committee. 

v. The Privacy policy must be reviewed at least every 5 years by an 

appointed Privacy Officer function 

b. Changes to Core Values/Unbreakable principles require supermajority of the 

Privacy Officer function 

c. Changes to this section “Changes to the Privacy Policy” require supermajority of 

the Privacy Officer function 

d. All other changes require simple majority of the Privacy Officer function 

 


